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INFECTION PREVENTION 
RISK ASSESSMENT
Josette McConville, RN, CIC

Nebraska 

Infection 

Control 

Network 

Objectives:

• Describe the purpose of an infection prevention and 
control (IPC) plan

• Discuss the importance of incorporating the results of 
an infection control risk assessment into your IPC 
plan

• List modifications your IPC plan should include to 
accommodate risks present in your patient/resident 
population
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What is an infection prevention and 
control (IPC) plan?

• Written, time-based (annual) strategy to operationalize how 
the IPC program’s goals will be met in a facility.

• Addresses gaps and risk factors at the facility, based on 
the annual IPC risk assessment

• Provides goals and actionable items

A formal infection prevention plan can include, but 
is not limited to:

• Defines program and scope of service

• Authority statement, including role of IP

• Demographic information

• Risk assessment and priorities

• Surveillance and methods employed for surveillance

• Corresponding policies and procedures
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Infection Control Mission/Vision Statement

(sample) The mission of the Infection Prevention & Control 
(IPC) program is to establish a comprehensive program to 
ensure that the organization has a functioning coordinated 
process in place to reduce the risks of endemic and 
epidemic healthcare acquired infections in patients 
(residents), healthcare workers, students and visitors on 
an ongoing basis and to optimize use of resources through 
a strong and preventive program.

Sample IPC Plan

Scope of Care/Services

(sample) Reducing the risk of infection is achieved through 
surveillance, prevention and control of infections 
throughout the organization. The IPC program is directed 
by _______ (the infection preventionist, chair of the 
infection prevention committee and/or healthcare 
epidemiologist) to develop alternative techniques to 
address the real and potential exposures, select and 
implement the best techniques to minimize adverse 
outcomes, and evaluate and monitor the results and revise 
techniques as needed.

Sample IPC Plan
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IPC Authority Statement 

(sample) In the interest of early and complete reporting, 
authority is given by the medical staff to nursing service to 
report any actual or suspected infection. Nursing service is 
also authorized to institute the isolation procedure 
appropriate to diagnosis by the attending physician with 
regard to a given patient. When any action concerning the 
physical care of the patient is to be taken, the medical staff 
member or designee shall be first notified. 

In the absence of appropriate orders from the attending 
physician, the infection control practitioner shall have the 
authority to institute any appropriate control measures 
when it is reasonably felt a danger exists to any patient or 
personnel.

Sample IPC Plan

Identify Demographics

(sample) The type of patients (residents) served are 
__________ and the age ranges of patients (residents) 
served is ____throughout ____. 

Persons served also include internal and external 
healthcare providers, students, trainees, volunteers and 
visitors.

Sample IPC Plan
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Plan should outline demographics, including, but not limited 
to:

• Number of beds / patient encounters

• Number of buildings

• Services provided (e.g., oncology, NICU, memory care)

• Ages of patients (residents) cared for

• Number of staff

• Geography / climate 

• Population numbers, including area the facility 
encompasses- sq. miles

Sample IPC Plan

Risk Assessment 

(sample) The facility performs an annual risk assessment 
to determine areas of focus for the annual Infection 
Control Plan. The document is designed to identify new, 
special or emerging infection risks in order to plan 
programs, processes or procedures to eliminate the effect 
of the risk.   The risk assessment is a dynamic document 
allowing reassessment when conditions have changed. A 
multidisciplinary team performs the risk assessment using 
the previous year’s healthcare associated infection data 
and Infection Control program summary.

     Insert a copy of completed Risk assessment

Sample IPC Plan
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Corresponding policies can include, but are not limited to:

• Hand Hygiene Program 

• Antibiotic Stewardship Program 

• Outbreak Investigations 

• Transmission Based Precautions 

• Infection Control Education

• Influenza Campaign 

• Influx of Potentially Infectious Patients 

• Environment of Care

• Occupational Health, including Bloodborne Pathogen 
Management and Training

Corresponding Policies and Procedures

Purpose of an Infection Prevention (IP) 
Risk Assessment

Determine 
infection 
prevention 
priorities

1

Use assessment 
components to 
develop effective 
IPC plan and 
program.

2

Develop a strategy 
for improvement 
and evaluation for 
highest risk areas.

3
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Frequency of an IPC Risk 
Assessment

Establish 
baseline risk 
assessment

Any time 
circumstances 
change, or 
significant changes 
occur

• New services added

• New programs added

• Response to external events

• New risk identified, with 
need to reprioritize

• Change in regulations

Review and 
update risk 
assessment 
annually

• Infection Preventionist(s)
• Administration
• Nursing Leadership
• Medical staff
• Pharmacy
• Environmental Services
• Safety/Risk Officer
• Engineering/Facilities
• Nursing Staff
• Quality Director
• Employee Health
• Lab
• PT/OT
• Respiratory Therapy
• Education

It’s a Team Effort
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Risk Assessment Team Sport

Input from everyone
Do as a group or 
one-on-one with key 
personnel

First time is most 
difficult

You’ll guide the 
process, but 
everyone contributes

Identify Sources of Risks

–Unusual occurrences

–Potentially compensable events

–Significant/sentinel events

–Medical/legal claims

–Regulatory complaints

–Audits

–Surveys

–Community standards of care/practice

–Risks may have subcategories 

• e.g., SSI (list individual procedures performed)
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Example Risk Assessment

Evaluate the risk related to each infection event type:

• Probability of occurrence
• How likely is the event to occur?

• Level of harm
• How much harm would occur due to the event?

• Impact on care and prevention strategies
• Will new treatment be needed for the patient or staff?

• Readiness to prevent
• Are processes in place to identify or address this event?

 

Example Risk Assessment

• Many resident have foley catheters, with concern of high 
catheter days based on last years data.

• There are currently no residents with tracheostomy, and this 
is a rare occurrence.

• Consider how these risks would be addressed in the facility’s 
infection control plan.

9
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Example Risk Assessment

Evaluate the risk related to each infection event type:

• Probability of occurrence
• How likely is the event to occur?

• Level of harm
• Will this failure directly impact safety?

• Impact on care and prevention strategies
• Are processes in place to identify this failure?

• Readiness to prevent
• Are policies, procedures, and resources available to 

address this failure?

 

Customizing your Template

Facility Onset/Device 
Related Risks

• CAUTI (Foley bundle non-
compliance)

• CLABSI (Central-line 
bundle non-compliance)

• VAE

• SSI

• Wound infection

• Pneumonia

• MDRO (MRSA, VRE, ESBL, 
novel or targeted drug 
resistant infections)

• C. Diff

Outbreak Related Risks

• Novel Pathogens
• Pandemic

• Respiratory illness

• Gastrointestinal illness

• Foodborne illness

• Waterborne illness

• TB

• Weather related event

• Bioterrorism

IPC Practice Failure Risks

• Non-compliance 
• Hand hygiene
• Standard and transmission-

based precautions
• Environmental disinfection

• Occupational health gaps/potential 
exposures

• Improper disposal of medical waste 
and sharps

• Annual fit testing not completed

• Knowledge deficit of policies and 
procedures

• Lack of patient/resident/family 
education

• IP unable to devote anticipated 
hours to job
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Scoring Key Examples

5 4 3 2 1 5 4 3 2 1 1 2 3 4 5

Frequent Probable Occasional Rare Improbable Catastrophic Major Moderate Minor No impact Extremely high High Moderate Low Extremely Low

Almost 

certain 

Quite 

likely
May occur

Not likely 

but 

possible 

Not likely 

Life 

threatening,  

Death

Severe or severly 

exacerbated injury or 

illness or significantly 

reduced life 

expectancy

Mildly exacerbated 

injury or illness, 

temporary harm

Trivially 

exacerbated 

injury or illness, 

may require first 

aid

No harm

extremely well 

prepared/ staff 

have drilled 

and know 

response

Staff 

have 

drilled

Staff know 

policy and 

procedure

Staff 

aware 

there is a 

procedur

e or 

policy

No awareness 

by staff

Probability Impact Preparedness

Next Steps. . .

Prioritize surveillance activities using risk assessment

• Outcome surveillance – healthcare-acquired and community acquired 
infections
• Includes plan for identification of outbreaks

• Process surveillance – Do staff follow the facility’s IPCP policies (e.g., 
monitoring hand hygiene, blood glucose monitoring practices)

Use the risk assessment and surveillance information to adjust policies and 
procedures with the goal of reducing infections.

Drive education / training efforts.
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Next Steps. . .

Set goals to ensure that the data collected are consistent, useful, actionable 
and timely.

• IPC program goals should align with the organization’s strategic goals.

• IPC program goal considerations:
• Prioritized risks from risk assessment

S (Specific) - What am I trying to do?
(Implement and perform a daily clinical necessity assessment protocol for the removal of central lines in the ICU, focusing 
on evidence-based criteria and interdisciplinary collaboration. Achieve a 90% compliance rate with the daily clinical necessity 
assessment protocol for central line removal within the next 3 months.

M (Measurable) - How will I measure progress?
(Compliance will be measured through documentation in patient charts and periodic audits.)

A (Actionable) - Do I have the necessary resources and skills?
Provide education and training sessions for healthcare providers in the ICU on the criteria for central line removal and the 
importance of daily clinical necessity assessments. Establish clear communication channels for interdisciplinary collaboration 
among nurses, physicians, and other relevant staff.

R (Relevant) – Why is this important?
Daily clinical necessity assessments for central line removal are crucial for preventing complications associated with 
unnecessary lines and promoting patient safety. This goal aligns with our commitment to evidence-based practice and 
optimizing patient care in the ICU.

T (Timely) – What is the timeline to achieve the goal?
Achieve a 90% compliance rate with the daily clinical necessity assessment protocol for central line removal within the next 
three months.
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Priority 

#

Priority Goal Objective Strategies Progress/Analysis Evaluation

1.

2.

3.

4.

5.

Based on the scoring of your risk 
assessment and the consensus of 
your team, you will prioritize the 

elements you will need to work on in 
the coming year.

Developing an Action Plan

Goals

Priority # Priority Goal

1. CDI HAI Decrease NHSN SIR 
by the end of 
FY2023

2. Healthcare worker 
eye exposures

Reduce number of 
incident reports of 
eye exposures

3. Hand hygiene non-
compliance

Improve hand 
hygiene compliance

Goals- 
• May not be strictly measurable or tangible

• Outcome to achieve long-term
 

25
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Priority # Priority Goal Objectives

1. CDI HAI Decrease NHSN SIR by 
the end of FY2023

• Reduce NHSN SIR by 10% in FY23
• SIR Rate in FY22 was 2.53
• Target: NHSN SIR of 2.28 or less for FY23

2. HCW eye exposures Reduce number of 
incident reports of eye 
exposures

25% reduction in incident reports of employees 
reporting eye exposure during calendar year 
2023

3. Hand Hygiene non-
compliance

Improve hand hygiene 
compliance

Overall Hand Hygiene compliance will be 90% or 
better for FY2023

Objectives

Objectives:
• What you want to accomplish
• Specific action supports the 

goal
• Measurable and tangible
• Mid to short term

Strategies
Priority # Priority Goal Objective Strategies
1. CDI HAI Decrease NHSN SIR by 

the end of FY2023
• Reduce NHSN SIR by 

10% in FY23
• SIR Rate in FY22 was 

2.53
• Target: NHSN SIR of 

2.28 or less for FY23

Q1
1. Assess which unit 

has highest rate
2. Develop education 

and auditing tool
3. Assess which unit 

has lowest rate and 
look at what they 
are doing.

2. Healthcare worker eye 
exposures

Reduce number of 
incident reports of eye 
exposures

25% reduction in 
incident reports of 
employees reporting eye 
exposures during 
calendar year 2023

Q1
1. Survey employees 

on why exposures 
are occurring

2. Audit use of 
PPE/standard 
precautions

Strategies
• Action Plans/steps to achieve the objective
• The HOW and WHAT
• Assign responsibility – don’t try to do all by yourself

27

28



4/9/2026

15

Progress/Analysis
Priority # Priority Goal Objectives Strategies Progress/Analysi

s

1. CDI HAI Decrease NHSN SIR by the 
end of FY2023

• Reduce NHSN SIR by 
10% in FY23

• SIR Rate in FY22 was 
2.53

• Target: NHSN SIR of 
2.28 or less for FY23

Q1
1. Assess which unit 

has highest rate
2. Develop education 

and auditing tool
3. Assess which unit 

has lowest rate and 
look at what they 
are doing.

Q1
1. Unit assessments 

done
2. Education power 

point on C. diff 
done

3. Audit tool 
completed

2. Healthcare worker eye 
exposures

Reduce number of incident 
reports of eye exposures

25% reduction in 
incident reports of 
employees reporting eye 
exposures during 
calendar year 2023

Q1
1. Survey employees 

on why exposures 
are occurring

2. Audit use of 
PPE/standard 
precautions

Q1
1. Surveys completed
2. Audit completed

Progress/Analysis-
Update and analyze your progress on at 
least on a quarterly basis.

Evaluation
Priority # Priority Goal Objective Strategies Progress/

Analysis
Evaluation

2. Healthcare worker eye 
exposures

Reduce number of 
incident report of eye 
exposures

25% reduction in 
incident reports of 
employees reporting 
eye exposures during 
calendar year 2023

Q1.

1. Survey employees 

on why exposures 

are occurring

2. Audit use of 

PPE/standard 

precautions

Q1. 

1. Survey 

completed

2. Audit completed

Q.1

1. Lack of 

understanding by 

staff on when to 

use eye protection

2. 40% compliance 

rate with use of 

PPE and standard 

precautions

Q2.

1. Develop education 

on standard 

precautions

2. Audit where PPE is 

stored

Q2.

1. PPE education and 

quiz ready for 

distribution

2. Audit by floor of 

PPE storage 

completed

Q2

1. Education used 

during skills days 

to reach everyone

2. PPE found not to 

be at point of care.
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Evaluation
Priority # Priority Goal Objective Strategies Progress/

Analysis
Evaluation

2. Healthcare worker eye 
exposures

Reduce number of 
incident reports of eye 
exposures

25% reduction in 
incident reports of 
employees reporting 
eye exposures during 
calendar year 2023

Q3.

1. Unit base teams to 

problem solve how 

to get PPE at point 

of care e.g. 

patient rooms

Q3.

1. Units have 
identified 
safe/convenient 
place to store 
PPE near patient 
care

2. Education rolled 
out at skills days

3. Unit meetings to 
orientate staff to 

placement of 
PPE

Q3.

1. PPE package in 

each room

2. All staff completed 

education

3. Unit meetings held

Q4.

1. Audit use of 

PPE/standard 

precautions

2. Review number of 

incident report for 

eye exposure

Q4.

1. PPE/standard 

precaution 

compliance rate 

80%

2. Incident reports 

down 5%

Q4.

1. PPE needs to be 

restocked in room 

after use – will 

need to develop 

plan

2. Continue to 

monitor incident 

reports since goal 

of 25% not 

attained

3. Need to audit 

replacement of 

PPE

4. Compare use of 

PPE and standard 

precaution 

compliance

CONSTRUCTION RISK 
ASSESSMENT (ICRA)
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ICRA Types of Work

Infection Control Risk 
Assessment 2.0 (ICRA 2.0) 
| ASHE

ICRA Patient Risk Group

33
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ICRA Class of Precautions

ICRA Mitigation Activities

Class I 
precautions 
require 
fewer 
interventions
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ICRA Mitigation Activities

Infection control 
permit and approval 
will be required when 
Class of Precautions 
III (Type C) and all 
Class of Precautions 
IV or V are 
necessary. 

ICRA 
Rounding

Inspect work 
areas daily, or 
more 
frequently as 
necessary:

Compliant?

Need to stop 
work?

37
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In addition to daily checklist, any time you walk by a 
construction area be observant:

Monitoring

• Do I see dust?
• Footprints?
• Wet ceiling tiles?
• Opened doors- unzipped 

or tape loose on plastic?
• Debris removal in carts 

and covered?

Holmes K, McCarty, J, Steinfeld, S, Infection Prevention and Control Programs. In: Boston K.M., 
et al, eds. APIC Text Online. Available at https://text.apic.org/toc/overview-of-infection-
prevention-programs/infection-prevention-and-control-programs. Accessed September 6, 2024.

CDC Nursing Home Infection Preventionist Training. Module 1 – Infection Prevention and 
Control Program.  https://www.cdc.gov/long-term-care-facilities/hcp/training/index.html

Joint Commission Resource, 5 Sure-Fire Methods Identifying Risks for Infections. Available at 
https://www.jointcommission.org/-/media/tjc/documents/resources/hai/5_sure-
fire_methods.pdf

Infection Control during Hospital Renovation and Construction; Policies, Procedures and 
Strategies to Protect Patients and Workers. Laborers’ Health and Safety Fund of North America
https://tools.niehs.nih.gov/wetp/public/Course_download2.cfm?tranid=9803 

ASHE. Infection Control Risk Assessment 2.0. Matrix of Precautions for Construction, 
Renovation, and Operations. Access download at https://www.ashe.org/icra2
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Infection Control Risk Assessment Template
• https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Finnovateipc.org%2Fwp-

content%2Fuploads%2F2024%2F01%2FRisk-Assessment-Template.xlsx&wdOrigin=BROWSELINK

Infection Prevention Risk Assessment: Process & Tasks
• https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Finnovateipc.org%2Fwp-

content%2Fuploads%2F2024%2F09%2FProcess-Risk-Assessment-Tool.docx&wdOrigin=BROWSELINK

Infection Control Today. 10 Elements to Consider When Conducting an Infection Risk Assessment.
• https://www.infectioncontroltoday.com/view/10-elements-consider-when-conducting-infection-risk-

assessment

Wolters Kluwer. The SMART approach to infection control risk assessment.
• https://www.wolterskluwer.com/en/expert-insights/the-smart-approach-to-infection-control-risk-

assessment

ASHE. Quick Guide, Chapter 1: Infection Control Risk Assessments
• https://www.ashe.org/sites/default/files/ashe/AllQuickGuides.pdf
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APIC IC Risk Assessment Analysis (Excel Document) 
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fhigherlogicdownload.s3.amazo
naws.com%2FAPIC%2Feb3f0499-9134-44a4-9b14-
f1d9f3915c3f%2FUploadedImages%2FICRiskAssessmentAnalysis.xls&wdOrigin=BROWSELINK

APIC Risk Assessment Template for Infection Surveillance, Prevention and Control Programs in 
Ambulatory Healthcare Settings 
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fapic.org%2FResource_%2FTin
yMceFileManager%2FEducation%2FASC_Intensive%2FResources_Page%2FASC_Risk_Assessment_Te
mplate.docx&wdOrigin=BROWSELINK

CDC IPC Risk Assessment Spreadsheet for Long Term Care 
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.cdc.gov%2Flong-term-
care-facilities%2Fmedia%2Fexcel%2FIPC-RiskAssessment.xlsx&wdOrigin=BROWSELINK

Risk Assessment Template
https://docs.google.com/spreadsheets/d/1Ihqw5DkN-
uryjGmqWVmKrSNdjI2NUwlp/edit?gid=1662563816#gid=1662563816

Infection Prevention and Control Plan
https://docs.google.com/document/d/1gPy4fAScCHhY7YHUIdsBK43-ANc7fP2S/edit?tab=t.0
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